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Participant Instructions

Session 1 (30 minutes)

10 min Read the ‘A 50-50 Chance’ news item
and the Handbrake ‘Mirror Server

HandBrake for Mac server compromise means Got News? Contact Us
H ’ downloaders have 50-50 chance of Proton RAT
Download Compr0m|sed malware infection [ oomonbaer
announcement. im::ﬂwm N Mirror Download Server Compromise|
15 min  Lay out the yellow cards on the table. HandBrake
. . . SECURITY WARNING
Use them as a basis for discussing the || Ao uhohs Gouroae Handrak o s e 62hay2017 1450
i n ci d e nt and [06/May/2017 11:00 UTC] needs to verify the SHA1 / 256 sum of the file bef
. u| runningiit.
5 min Take notes on the cards, or T Yo v 5080 hamee v sommionden HandErats e |
period.
elsewhere, 2 or 3 points that stood °
out in discussion.
Session 2 (30 minutes)
; I - —— —— I
10 min  Read the ‘The Case of the Stolen Source =
Code’. -
15 min  Lay the values cards (white font) on the r' "( Blee

table. Use the green cards as a basis for
discussing how the values relate to your
work, your own values and the incident. Ihe Case of the Stelen Seurce Code

5 min As before, note 2 or 3 points that stood out
in discussion.

Discussion Session (30 minutes)
Discuss with all the groups the following questions:

e |s talking about security incidents in this way helpful?

e Does a consideration of stakeholders, impact and time come into our software
development? How often, what prompts it?

e How about a consideration of values in the context of security? Does it come up?
When?
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e Can you think of recent examples from your own experience where similar kinds of
talk have taken place?

As a conclusion, aim to get three action points for future activities.
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