Introducing New Technologies in Law Enforcement (INTIiLE)

The INTILE Model

INTILE
Success

The INTILE Framework

The INTIiLE Framework derives from a series of interviews with
different levels of officers and Regulators involvedin the
concept, planning, implementation and review of introducing
new technologies in law enforcement (particularly
operational new technologies). Their opinions and
requirements to achieve successful delivery were obtained

Area and analysed resulting in the formulation of this 6-stage

framework.

Societal

Processes

The INTILE Model comprises four component parts - technology;
people; p and L P Successful
introduction of new technologies in law enforcementrequires allfour
of these parts to be addressed.

Strategic Persona:

At the strategic level, Chief Officers, Executive
leaders, Programme Directors and senior managers
wanting to understand the areas needed to
successfullyintroduce new technologies in Law
Enforcement should refer to the six section titles of
the INTILE framework. Where required, some
expansion is available in the adjacent headline
points of the framework. These can also be found on
the 'Strategic High-Level Overview' tab.
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4. Focus

5. Implementation

6. Outcome
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Tactical Persona:

Tactical managers can gain an initial overview of
successfully introducing new technologies through the
strategic high-level overview tab. Then, in terms of planning
and implementing new technologies in law enforcement,
the 'Tactical INTILE Understanding' tab provides sufficient
granularity to understand what is required to achieve
these.

legal; ethical;

testing;

finances; process; change and risk

Trust and

nunity; victim; culture;

impact;

and altruistic view

Operational Persona:

Operationally, a comprehensive checklistis
provided on the 'OplINTILE Framework Qnnre'
tab for project staff and end usersinvolved in
the implementation of new technologies in law
enforcement. It provides detailed questions
(and probing questions) around the key areas
which need to be considered for the
introduction to be successful, based on the
INTILE model. It can be used to form arisk
assessmentto help identify areas needing to
be addressed to achieve successfuldelivery.
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al INTIiLE Understanding

Understanding and defining the problem trying to be solved based on the user requirement
[e

Documenting the requirement(s) from the outset, based on the problem statement
o - - -

partners,
deliverable business needs. Aligned to akey strategic priority with cleartyidentified key outcomes. Requirements are flexible allowing adaptability.
Identifying the benefits to all parties, balancing them against potential harms and understanding how theywill be realised

end user, ietal ucing. i harms of

Track i jing an approach lised

The technologicalintroduction needs to focus on the operational need and benefits ensuring these are monitored throughout

Ensuringtechnologicalintroduction supports innovation through the application of science and technology.

Ensuringthe different aspects required to introduce the technology are clearly understood
Ensuri atitwillbe used for, how it does it and why,
1t

(statement),

o ; - o

introduced
hatitis aiming to deliver,
delivery
00d, good
pting i to address
P of
Identifying and ensuring the successfulintroduction of the technology
hnology
nsidering TEsor
[what diff he police
8)
level of tc
societal)
F f g
Considering the different people-related dimensions to introducing the technology to ensure success

f y toend t

requirements of vulneral

suspects

Overcoming critical challenges to enable success
revent - - -

overcoming rigid negative mindsets
Ensuring the introduction of the technologyis clearly defined and understood

and aclear process by whil

s . ot

ing clear he use of jargon or disclosed

Considering the need to trial the technology
i topilot whether thi uch atrial helps determine further expansion/implementation of the technology. Deterr

[whether the technological proposal represents areasonable and appropriate response to the problem.

Articulating and sharing thevision (statement)

gic)visi . i cat jgn stog

Aligning with organisational/force strategies

Ensuringthe governance structures adequately support the introduction of technology
i isati ined with an i i i trustand

changes

Aligning with national requirements

Recognising any Political/political dimensions

Confirming the legal basis of the technology

processed and that the use of the technologyis necessary and
Determining the (digital/data) ethical basis of the technology

fullyretiable

it (whatit does,

Ensuringthat sufficient assurances regarding the technology can be made

ing

Enabling accountability and decision-making support regarding the introduction of the technology

thesefocus

Complying with sector regulations/standards

Complying with GDPR, Human Rights and Equality Act requirements

Supporting the requirement o test and validate the technology

Testingand i tr on i
upon the results

E
testing to enable switching-off system(s) being replaced and having sufficient counter-measures where testing can not be undertaken
Understanding the financial requirements, pressures and priorities to support introducing the technologies

truth data, havi i i ity testi cti

C: ing l their i lue-f paid for

Introducing technology to help improve policies and procedures and/or to make systems more efficient

Positively supporting those impacted by changes from the introduction of the technology.

ith aclear anywider han,

nal risk appraoches




al INTIiLE Understanding

3. Credibility
y trust and confidence n the chosen technology
through
including the reduction of harm towards i the public
Trust&Confidence.
luding bi ingtesting for i i be proven to help build public
trust and confidencein it
openness, f
o . i N § . dwhy
t
Public/Community [
ing bodies ab
it
Supporting victims and vulnerable communities
Victim
Ensuringthe cultural aspects enable the successfulintroduction of the technology
hether ys of operating
Culture i i ise bias agai inali inplace to i bi i receiving
taff and the public
c i i hall the
Ensuringthe technology m s organisational/force reputations
Reputational Impact
heneed for its choice
Protecting (vulnerable) communities
Safeguards
Enabling the ntroduction of the technologyto enhance the greater good
Alturistic View
| greater g

Ensuringthe end user s focal to the development and use of the technology

theend users will nd user

end users' d

Addressing resistance towards the technology

Understanding how thetechnologywill be accepted internallyand morewidely.

members, wider (LE) sector science and

Ensuring effective communications to support theintroduction/use of the technology

through to

reasoning for ion of byit

Ensuring suffiicient consideration has been given to implementing the technology

support

Supporting end users to enable their use of the technology

Providing agility to enable success

Involving stakeholders

Successfulimplementation of the technology through collaboration

Continuallyimproving the technology

Scalability of the technology.

i to maxi success

Supporting the technology's data

[Applying an through an

required data transfer needs
Broader technology support

forend user

Maximising the benefits of the technology

Incorporating business requirements

6. Outcome.
g the results of introducing the technology.
Results

aviewto n user Enabling

Obtaining and reporting end user feedback
Feedback

to success of g




Operational INTiLE Framework Questionnaire

Maybe/
Partl

Is the problem which needs solving Whats it?

I efined? Whatis it?

I i end user on end user Which?

Isthe ell Whatis it?

I Howis this known?
Is the proposed tscmmmgyme moslvlableopuon to resolve the pmblem" How is this known?

Gan the requirements be full amculsled”
reflect the end user/customer

What are the gaps?
How is this known?

Have i i i i with key (strategic) partners?
Do should justthatitcan bedone?
Do i i i i option?
Has the technology's usefulness bes d How?
Aret i based on deli i ds? Which ones?
i scalable?
|Are the requirement:
Do i
Do o king? How?
Wit itive i to 7 How?
Do i i How?
Do i i i il than How?
F How?
Arethe necessary structures in place to deliver
finance, jes etc) in plac i f
Han
Wit lead to i or 3 (legacy) sy 7 How?
[Arethe key outcomes clearly identified as partof i
i d hould How?
Have i been written to clearly identifythe key priorities?
F gy d circulated to ki ffected
Have the henems been dlealryarticulated relating to end users,
diti
Is it clear how any bal i d mayarise? How?
isms i i recorded?
wil i to 7 How?
Is there a defined approach for ensuring the benefits are realised?
Doos thointrodustion of the technology o on o erational need(s)?
input/an fonal needs remain the key
i atthe earliest How?
beidentified and shared? How?
Doalheiechnuluglca introduction promote innovation ratherlhan stifleit? How?
Is science and technolo; |ncowom(ed into the technological introduction to support ts successfulimplementation? How?

Is vlclearlyunderslood whalmetechnmogydoes whati mwvltbe used for.how itdoes t, whyand what benems it aims to deliver?

Isitclear h:

Aret]

isk: d i i dwhois

Aret] ici i from

y
Isthe in which the technology s being i

Do the end users whatitis aiming to deliver, why and how?

How is this known?

Isthe totheend user?

Is the reality of what can actually be deli and
I i within th

Whatis it?

Is non-technical i of ‘which

Isit clearly what good , good practice and looklike in attempting to re:

through

2
of this technology?

Where char ion of pact(s) of these on other parts of

Are the different ic impli f technol i national)

What are th

Are sufficient measures in place o ensure that polsnllalmlssmn creep does not occur (without sufficient governance/formal approval)?

Is(he roj osed(echnotc actuallyviable?

Which?

How is this known?

upfront? What are they?
Do these success factors consider improving fonalresults, ing victims or FTEs or making the
Do these success factors consider what differenceit willmake on i providing the public with a better a
Are tt |0rsl|keLy|ou i i echnology? \What are they?
[Will any non-techni i of the new What are they?
Isthe to
Will success for the community (internal/society) be visible? How?
will |How?
Does theis thi problems rather than just demands? How?
Have periodic reviews beon factored-in o determine whether the introduction of the technology s working?
Willihe hurman behaviours ffectng theintroduction of the tsshnologybs fastored-in o ensure success? Thsse may nclude: How?
~Applying i jtal leadership
- (the) technology in accepting it?
i fsocietywho d icing aren't already using such technology?
Listening to thekey end users wh
- Listening to those people who full
- Accommodating diff interestin adopting
U ‘s intri i ither embrace or reject the use of
i anyhuman related failure as part of i i technology
Willthe human mindset dimension affecti i b d-i yinclude: How?
-Managing the different rsonal technology
~Being end userfocussed
- Considering how based position of suspects
Will differing levels of digital i igital skilt for using the technology? How?
Will people be guided through the different stages of implementing the technolo How?
Ove
Can needmg(c selths ision multiple times to ove How
If any| ipated regarding ‘can these be overcome? How’
Have i in court/the court of public opinion been pre-empted and suffici How
Gan 2 weve alwiays done tthis way' mindset be overcome? How
Islhemlss\on/gonl/purpose/requ|remems of the technology's introduction clearly defined and understood?
Hsssnyurgsm ly defined?
ivery plan?
at this stage?
Are ar and 2
[Willany need to deliver the technology urgently still to be applied? How?
i i Wh
I introduced clearly
Is the end user requi clear?
Is the language being used clear to allwithout the use of jargon of technical terminology? Would this be clearly understood byallif disclosed?
Is there aneed to pilot the technology or undertake atest study prior to fullyintroducing t?
Can this How?
Willsuch atrial help How?

Doesthe roposed technology/proof of concept rej resemareasnnahleanda ropriate response to the problem?

Ismeveacummen (sua(eg\ci vision stmememoummngmetechnulom
een setat

If not, why not?

Has the visi idely shared with those affected




Operational INTILE Framework Questionnaire

Aligning with orgamsalmnamarce strategies
T the toahnology consisered o be a argani
Are the respective risk owners fully apprised of the technology, especially where it may incur higher levels of risk?
Ensuring th govermance structures adequately suppor theintroduction of technology
team which i i dslogothmugh”
i 1 executives and the public?

'sure executive

placeto

dapt to
around reducing harm to
e pace of introducing the technology?

ce/str Which?
ﬂsundams"

WHL(helechnclu supponanysecturwldes(rm gic priorities?

Recognising any Political/political dimensions

Wm(hislechnulu be affected by dif
T cal/political will exist in ensuring
Conflrmlngmelegalbaslsuhhelechnulug‘/

auaspemec hich ones won'tit

similar) i i ic i supportthis? If not,
the technology be used in anecessary and proportionate way?
Determining the (digital/data) ethical basis of the technology
od 8 being fair and bias free? f not, howw.mms i
itfully reliable? f not, it must not be used for l untilthis has been fully achieved.

Ensuring that sufficient assurances rﬁgard\nglhe(echnologycan bemade

Have the problems, requirements and benefits regarding the introduction of the technology been sufficiently/independently validated?

the technologybe audited as partof its i
e requirements and findings be tracked and addressed?
Enabling accountabilityand decision-making support regarding the introduction of thetechnology
; —

ecision-making?

n-r ing around i ?
tas partof i i If not, why not?
ere/weren't made? [t not, why not?
If not, why not?

e Rk P e e
Does the technology comply with any sector related regulation/standards requirements? [whichz2 [

Complying with GDPR, Human Rights and Equality Act requirements

Supporting the requlrsmen( 1o test and validate the technology

Are technologies tested and evaluated as a aritical part of their introduction? How?
as

process?

g fastto

and acted upon?.

Is the technology sufficiently validat

to help

g What are they?
Understanding the financial requirements, pressures and priorities to support introducing the technologies

Does theintroduction of the technology represent value for money?
D with

0 the whole-of-life of the techn
of the technology been budgeted for?
— o

been allocated to staff training wherethe te
regarding

7

oY — —
- Has an appropriate been used /alue for money?

- Has amechanism been putin place to ensure that only licences which are actually bein;

Imroducmglschnomgym help improve policies and pracaauras and/or to make syslsms more efficient
__
Posmvstysuppnmngthese|mpaclsd bychanges'romlhsmtmductmn aflhe(echnolagy

essential?
plan for managing the necessary changes?
= -

byanyof

forthose:
isms for iny change positively focuss itiy of such

rs being Used to help market nd

echnology been identified
red teaming exercise to determine any (technical) risks?




Operational INTiLE Framework Questionnaire

3. Credibility
and built i ion of th iow

Has public trustand th, low
Has end user/officer trustand i iow
will iow
Have i including b prevented? tested for ified against? iow
Can he technology be proven to help Suiia public trustand confi i iow

y invited, welcomed and towards iow
[Should the chosen t ing i used over any other { ical options? hy
Does nsider other options? Which?
Does i gy i thatchosen option? How?
Wherever possible,is there a culture of openness, dintegrity i i ion and use of
Has the legitimacy of using the cho: ption been including publicl

Dowhecnusen1echnulugyhelptoreduceharmmwamsmew-dwpuss-merangegfcommunmes/membersgfmepubuca How?
Has any ith of (On occasion this may notbe i urity) How?
Duesmepubncc\eavlyundevstand is beingi and the reason for i ?
pacton differer ities of i been explained t iff If not, whynot?
w.m i ined to affected byit? How?
Has been obtained fromt iti their (differing) ives and if not, whynot?
identified? If not, why not?
Have i isati ‘e executives an i reassured about How?
Have such been verified to ensure their accura How?
it which itwillbe used? How?
f How?
ivethe concems o retctant \memavaxtsmel|nd|v|dualslgroups being considered and addressed? How?
Victim Doos thotochnology supportvistims' noeds? How?’
Doss the teshnology supportthe needs of wlnerable commun Which/how?
| ovation and change? What are the gaps?
[Are there any known i which need to i part of it i |Which?
[ y pi of \Which?
Culture I elp inertia of i long-term ways of operating?
Wil i i ialise bias against ised groups? Which/how?
s and the public?
[ i considered, fortheseand iti i in
What measures arein p\acem provent any confirmation biases being perpetuated through theintroduction of the technology? How tested?
Impact ion of i If 50, how has this been determined? If not, why not?
Islheveasclld1us(mca(|0n a5 to why the technology needs to be used and why it should be that choice of technolo I not, why not?
Safeguards DuatheiechnulegyacilvelysupporlprulecimglhepubUcvparllcularlyvutnerablecemmun If not, why not?
Does the technology actively contribute to reducing any harm towards communities? If not, why not?
Alturistic View

Results

Feedback

Wvuthe mlmducnon uhhetechnowgydemonsustean amumo pusltlvelycumnbu(elo the greater good?

Ensuing the end user s focal o the development and use of thetechnology
for the technolog ly i into the overall

How?

Has the end users' experi existing

the end users to maximi: i ich the technology aims to support?
Has it been confirmed is needed

hich the technology relates to, be

lity of the technology be built?

and

be end userintuitive? How will this 7

upport the end users'

qualitative/qu: ive user satisfaction be determined and responded to?
Addresslng it towards thetechnology

Is there achange management function in place to help best overcome different sources of resistance to the technology? If not, why not?
Are the organisational/force impacts of any resistance towards the technology clearly understood and being managed? Ifnot, whynot?

Understanding how the technologywillbe accepted internally and more widely
to staff members?

staff ing it or affected byt

‘and useof the technology by the wider scienceand tech

ider acceptance by the public/commur s be considered/monitored? This might realistically be over the longer-term
Ensuring effective communications to support the introduction/use of the technology

Has an effective communications plan be devised and implemented around the introduction/use of the technology?

Have all levels of the o ulted with any concerns being

as been deemed

Has the background and i i to byit?

technology been clearly outlined?

Has a comprehensive implementation plan beendevete ed to support the implementation of the technoloy

Has anyi been sed and includ: i plan?

Willt! in i iently (i checked and validated prior toits i i How?

b to show h y aims to support them?

Wherethere's a legiti i forfaster fon, willthe key initiati ibili i 7 Hol How?

Does ion pl i er

b been identified and |ust|f|sd within plan?

Have' i thiough been

Have the technolog i i

Haveanypnst mplementstion measuremants beer devasd ond ersthese clearyunderstood with detals nthe implemantation bler 25 o how theywillbeachicved?

Are the end user training requirements to successfully|mplemen((helechnolngyclearlyundersmoﬂ and documented? [What are they?
skills needed (Which?

Have sufficient resources (time and budgetary) been allocated to ensure end users can correctly use the technology? If not, how will this be addressed?

Are the wser and business needs/requirements sufficiently agil to adapt to changing demands?
Is there an ability to stress test the technology prior to being operationally deployed to ensure it can meet operational demand?

Ave all affeoted stakeholders involved in the implentation of the technolo;
[Are affected external into g

Iz sufficlent thought lsedarehip being applied o thelmplementation ofthetechnolog?

It not, why not?

Are (political) allies supporting iow
[Are wider relati being build of iow
‘wider criminaljusti i regarding b fow
Is wider the UK polici ?
bythei and use of the technologyinvolved with its andi rather than just icali ion team(s)? if not, whynot?
I forany the technologyto prevent octs?
i i ightinto the technolo yi partners?

i
Do keyvendors need to be considered and trusted as main partners rather than just external companies?
s thsrssufﬂclsnllyslmngleedarshlp to support the implementation of the technology, particularly with all parties affected by the implementation?

If not, why not?

v measuros in place to ascommodate evling the echnology o help s mprovement? Which?
the technology be obtained to How?
Willlessons learnt thetechn: e recorded and acted upon?
Will further opportunities to develop/enhance/improve the technology be identified and incorporated?
Will the technology be introduced in a scalable manner to maximise the chances for it successfulimplementation? How?
Hoe an anprupnmeda:a governance model been applied to the datawhich the technology will process?
H: been sufficiently addressed wi ion plan?
How?
in a'ovmalwhich can beused i i ystems? if not, whynot?
ithin plan? If not, why not?

Have all the required data transfer needs been comprehensively addressed and tested?

How?

Will any req ed to support If not, why not?
Does the technolo; i ith other if not, whynot?
Does i If not, why not?
Willthe rapid evolution of no i not y:

t durations fully and reflective of i for

Willthe end users beable to access upport?

by/using
fi 2
upport
upport fo ?
Where required, can timel (echnlcalsomnonshea lied to support the overall business case/requirement?
Haveanyassocla(ed business chango requirements been considered and factored into the vmmemen(atmn plan? Which?
of accepted as part of broader business How?

Understanding the results of introducing the technology
Willthe impact of introducing the technology be determinable?
Does the technology aim to provide a better, quicker and/or improved experience for the end users? If not,whynot?

howz T T ]

If not, why not?

Will the technology enable any legacy system it seeks to replace to actually be switched off2 If not, why not?
i2and reporting end user feedback

Willthe results of the end user

Ifnot, why not?

[How? | [ 1]

Ifnot, why not?




The INTILE Model

Technology

INTIiLE
Success
Area

Processes Societal

The Introducing New Technologies in Law Enforcement (INTIiLE) model arises from the identified problem of there
being a lack of a readily available model to specifically support INTILE. Whilst other mechanisms exist, such as the
TechnologyAcceptance Model, project management approaches and ALGO-CARE (for the use of policing
algorithmicrisk assessmenttools), thereremains a gap inthe more nuanced area of successfully introducing the
breadth and variety of operational new technologies required by (UK) law enforcement for them to succeed in their
unique mission.

The INTILE model derives from the combination of a literature review coupled with thefindings of empirical
interviews undertaken with thoseinvolved in different aspects of introducing new technologies within the UK law
enforcement sectorincluding regulators, executive leaders, senior managers, managers, specialists, end users and
corroboration with international law enforcement officers/staff.

The research found there to be four component parts to INTILE: technology; people; processes and societal
acceptance andthat, in orderfor an INTILE to be successful, all four components need to be sufficiently addressed.
The optimal position for success lies at the centre ofthe 4-circled Venn diagram where each component area
overlaps, the ‘INTILE Success Area’.

This model has been used as the basis for the INTILE framework, the contents of which fall within at least one of the
component parts and could be (subjectively) plotted somewhere withinthe INTILE model perimeter. The applied
success of INTILE does not necessarily come from having every aspect of each of the 6 stages of the framework
falling inside the central ‘INTILE Success Area’ but having a critical mass of each part of the 6 stages as closeto this
central area (ideally inside it) as possible: this reflects the operational variations in what constitutes INTILE
‘success’. Butthe further and more numerous the plotted outliers are from this central area, the greater therisk
would be against achieving INTILE success.

INTIiLE Overview and Usage




